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Aim of this solution: 

 

 To create a one-stop ‘self service’ portal for the creation of Guest and 
Visitor accounts by a company employee (sponsors). Each account will 
provide access to the public internet on ALL sites equipped with Cisco 
guest Wi-Fi facilities across the region (WebAUTH). 

 To allow internet access for BYOD’s of a company Employees across the 
region with 802.1x using AD authentication and AD Group control.  

 

Guest/BYOD WIFI  
 Central Authentication and Accounting management 

Design and Concept Copyright R.MYERS 2014 
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STEP1 . Company user goes to the self service 
Portal URL and creates a guest account 
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STEP3 . Company user passes on the 
information to the guest 
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STEP4 . Guest user connections over the GUEST 
SSID, entering username and password.  

- username/password checked with Radius - 
User gain access to the internet 
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Features 

 Same account can be used in across the whole region (if the 
account is still active). 
 

 Logging of the guess account is tied to the company sponsor in case 
of abuse of misuse. 
 

 Flexibility in terms of account age. 
 

 Cross-platform compatible web-based authentication when the user 
opens any URL in the browser  
 

 simple fit for purpose solution 
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In order to control which users can use BYODWIFI and 
more importantly to prevent internet BW flooding we 

apply a AD Deny group option. Anyone who is a member 
of this group (ex. blue collar workers) will not 

automaticity have access to the BYODWIFI 
 



Features 

 

 

 

 Easy of use through the users normal AD domain 
account  “logon and play”. 

 

 Additional security by the use of AD groups to 
manage who can access with BYOD to control excess 
usage of WAN BW and abuse. 
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With a cisco Flexconnect config - only Authentication 
data is passed over the WAN. Internet data is still 

channeled via the VLAN from Access point out over the 
local break out. 
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 Guest WEBAUTH  

laptops do not need to have their profiles setup manually. 
Enter Credentials and go. No loss of connection after device 
‘sleep mode’ kicks in if the WLC firmware is above version 7.5 

 

 BYOD 802.1x 

Phones would retain credentials in cache. For company 
notebook users local profile needs to be setup. 

 

 

Authentication Method 


